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|1 brary of fers a Python
nodul e that all ows you

to execute. NET
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applications, and then
add W ndows- based
debugging facilities to
your Python scripts. In
addition, It can
Il nteract wth Vi sual
St udi o and Vi sual
St udi o debugger. This
nodul e Is conpati bl e
wth Visual Studio 2017
and Visual Studio 2019,
of fering a Python
nodul e to attach
W nAppDbg Torrent
Downl oad to any. NET
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appl i cati ons debuggi ng
sessi ons or Vi sual
St udi o sessi ons, add
br eakpoi nts and handl e
user actions |ike the
follow ng: Trace
execution Call a Python
function/ method from
wthin the. NET
application Attach to a
nodul e Hook an APl call
fromthe. NET
application Update
any. NET variable from
t he Pyt hon nodul e Pause
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execution Control the
execution of the. NET
application Connect to
a renote debuggi ng
sessi on Hook an event
Set a breakpoint iIn
t he. NET code Set a
breakpoint in the. NET
event Swtch threads
Mani pul ate the. NET nain
thread etc. W nAppDbg
makes the Visual Studio
experience a bit nore
pl easant for.NET
devel opers. The proj ect
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of fers nmany new
features that we can
not work into an
article, but I'll try
to descri be the nost
| nportant ones to
clarify if this nodule
coul d be useful for
any. NET devel opers.
W nAppDbg i s based on
ctypes, so It works
wth both Python 2 and
Pyt hon 3, supporting
several operating
systens (W ndows,
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Li nux, MacOS).
W nAppDbg Is the work
of Lance Bl ondel, an
| ndependent devel oper
t hat has been wor ki ng
on this project for
years. He 1s also the
aut hor of
Machi neW nDbg, a
simlar project that
offers nore features
and a GUI interface to
control the debugger.
|f you'd like to
contribute to
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W nAppDbg, pl ease email
ne, |'m al ways open for
suggesti ons and
f eedback. W nAppDbg
Features Most features
are controlled via the
mai n function
W nAppDbg. attach(),
which allows to add the
debug facilities, and
control themto all ow
full debuggi ng and
mani pul ati on. Wen
W nAppDbg. attach() iIs
called, 1t wll: Open a




debugger session iIn
Visual Studio, if a
debug session iIs
currently active, or
| aunch a new one
ot herw se Run the
debugged program if
t he Wndows nodule iIs
configured to do so. It
wll also run the. pyw
appl i cati on when the
nodule 1s configured to
do so. If the nodule iIs
not configured to do so
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W nAppDbg all ows you to
easi |y add W ndows
appl i cati on debuggi ng
facilities to your
Pyt hon scripts. Using
W nAppDbg, you w || be
able to easily: * add a
debugger to your scri pt
* start a debugger from
your script * nonitor
and control the
executi on of your
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debugee * control the
execution of your
debugee by hooki ng API
calls * hook APl calls
* add breakpoints *
track menory
al l ocati ons and show
nenory val ues * handl e
events I n your debugee
* display values iIn
w ndows * | oad renote
drivers * edit/open the
registry * get system
| nformation * get the
PATH envi r onnent
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variable * run
Power Shel |l scripts *
open a conmmand pronpt
di spl ay the
configuration
| nformati on of your
W nAppDbg proj ect
(1 ncl udi ng debugger
settings, Installed
drivers, etc.)
| nstal | ati on:
———=——=—===== 1. You
must have Python (any
version) installed on
your PC (Wndows Is

*
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required) 2. You need
Cygwwn to build
W nAppDbg 3. You need
to install the packages
provi ded by W nAppDbg
3.1 WnAppDbg 3.2
W nAppDbg. Del phi (for
Del phi) 3.3 w nappdbgpy
4. You have to create a
fol der naned wad to
store your W nAppDbg
project. 4.1 The
| ocation can be changed
I n the w nappdbg. i ni
file. Default folder iIs




"wad' 5. Open your
command shell in the
directory you've chosen
for WnAppDbg. If you
are using Del phi, you
may use an | DE (e.qg.
VCL Studio), then
navigate to the
directory you've
choosen (where your
‘.dproj' fileis
| ocated) and create a
'.W nappdbg' directory
and open it. 6. |If you
are using a Wndows




Vista or Wn7 conputer,
you'll need to enable a
feature that allows
W nAppDbg to run as a
service. See the
section on "service" iIn
the Help nenu in
W nAppDbg. Limtations:
———=—===—===== The nodul e
s far from bel ng
feature conplete. There
are sone limtations to
this nodule (that wll
be I nproved I n upcom ng
rel eases): *
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' Get ProcAddress’ has no
support for 64 bits. *
There Is no support for
W n64 architectures. *
The 'open' -net hod for
drivers I s not
| npl enented * Sone

shel | nethods are not
supported ( b7e8fdf5c8
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| ntrusi ve and not the
best solution - depends
on the problem but |
usual 'y use W nAppDbg
to figure out where a

| ock 1s hangi ng, or how
do | use a new feature
(1 ke start a scri pt
asynchronously in
Python) - I f you have
an i dea, here are the
guts behind it: Create
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thread, attach to a
process:. class AppThrea
d(t hreadi ng. Thread):

def _1nit_ (self, nane,
args): threadi ng. Thr ead
_Init_ (self)

sel f. name = nane
self.args = args def
run(sel f):

trace _subprocess = OS.c
reat e_subprocess wW subp
rocess. Pl PE, None, nane=
sel f. nane, args=sel f. arg
S) os.waitpid(trace sub
process, 0) os.waltpid(t
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race_subprocess, os. WNOH
ANG) os.wait4(trace_sub
process, os. WNOHANG) os.
wai t 4(trace_subprocess,
O) This is all | need
to attach a thread to a
process and continue to
trace. But |'mnot very
happy with this
approach because of the
rat her cl unky t hread
argunent. | al so have
to sonehow deci de a
nane (the child) and
the argunents (nmain
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script). The basic i1dea
of this is that

W nAppDbg wll create a
process in a new
thread. So,

create process w w ||
take just the nane of
the script to attach,
not Its path or any
argunents. After a call
to create _process w,

W nAppDbg w Il start a
thread that holds the
process. Wien | have

f1 ni shed debuggi ng the
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thread, | can conti nue
to debug the process
(unless It becones the
main thread). This w |
also allow ne to attach
to different processes.
Attach the Python
Script to a process:

cl ass

AppProcess(OS. Process):
def _1nit_ (self,

nane, cndl i ne,
timeout): OS. Process.
Init_ (self, nane,
cndl i ne) self.tinmeout =
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ti meout self.debug =
Fal se #Setup the
background thread (this
wll wait for #a
termnal to becone
avail able, 1 f no
termnal Is found,

#t his causes a crash)
self.child = None #Tell
W nAppDbg to wait for

What's New in the?
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W nAppDbg 1s a sinple
python library for the
W ndows debuggi ng
facilities found I n
Visual Studio, and in
the Visual C++ | DE

W nAppDbg al so enabl es
t he devel opers to nore
easily build

| nteractive and

aut omati ¢ W ndows
appl i cation debuggi ng
scripts. Wiile the
majority of the

W nAppDbg nodul e




functionality is
accessi bl e through the
W ndows API, it also
provi des Pythonic

| nterfaces for sone
useful and generic

f eat ures of debuggi ng.
W nAppDbg has been
tested under Linux
(Python 2.4 and 2.5),
M6 W ndows and Mac OS
X. W nAppDobg Feat ures:

Several categories of
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functions to iInteract
wth the Wn32 APl and
all ow you to easily and
qui ckly debug and

aut omat e W ndows
applications from

Pyt hon, and Mac OS X
and Linux. * An ability
to trigger, watch,
trace, suspend, etc the
execution of a Python
script. * Configurable
and friendly Pythonic

| npl enent ati on of nost
of the Wn32 APl calls
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rel ated to debugging in
Pyt hon. * A Python

wr apper to autonmate and
| nteractively debug
your scripts. * An
ability to
automatically debug all
t he threads of your
debugee. * An ability
to interact wth the
debugger (Launch it
froma Python script,
reattach a debugger to
an al ready | aunched
script, and even Kkill




It frominside Python).
* A power f ul
abstraction |ayer to
mani pul ate t hreads,
processes, libraries
and nodul es. * An
ability to add
breakpoints to all the
di fferent Kkinds of
call s of your debugee.
* An ability to hook
and | og sonme W ndows
APl calls of your
debugee. * An ability
to suspend Pyt hon
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execution and get the
Pyt hon "nenory
snapshot"” you just took
to resune execution. *
An ability to trace
executi on of your
scripts. * An ability
to interactively
execute your scripts. *
An ability to handle
events of your debugee.
* An ability to

Il nteractively run and
debug scripts from
Python. * An ability to
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si mul at e user

| nteraction. * An
ability to I nport any
nodul e by sinply

decl ari ng that nodul e
as a package. * An
ability to
automatically i nport
and run your scripts as
Pyt hon nodules. * An
ability to create your
own packages and/ or
nodul es, and t hen

| mport and run t hem
fromany script from
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whi ch you execute the
W nAppDbg nodul e. * An
ability to
automatically run

W nAppDbg scripts from
cron or an shell
script. * A Pythonic
configuration utility
that wll let you
easily create Python
scripts to I nteract
wth your W ndows
appl i cation. WnApp
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System Requirements For WinAppDbg:

M ni mum Speci ficati ons:
CS: Wn 10 64-bit

(ot her versions may
run, but are not

guar anteed) CPU. I ntel
Core 13 or better RAM
4 B GPU. GeForce GIX
970 or better D rectX
Version 11 (DX11) HDD:
300 (B Recommended
Speci fications: CPU.
Intel Core 15 or better
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RAM 8 B GPU. (CGeForce
GIX 1060 or
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